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IT Security Program – Mandate

NALCO

2 Mobile Applications
5 Web Applications

1 Web Site
~100 Network and Server Devices An evolving SAP ECC Ecosystem

Offices in Bhubaneshwar, Delhi, 
Kolkata, Mumbai, Chennai and 
multiple plants and stockyards

IT Security Audit Program

6.Functional Reviews
(Change Management, BCP Policy Review)

1. Vulnerability Assessments

2. Penetration Testing

3. Configuration Reviews

4. Web Application Security Assessments

5. SAP Audit
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Deliverable – Status Update

# Activity Report Revalidation Report

1 D1 - VAPT Report Completed Submitted

2 D2 - PT Report Completed Submitted

3 D3 - Config Review Report Completed Submitted

4 D14 – Performance Report Completed Submitted

# Activity Report Revalidation Report
1 D4 - Customer App Report Completed Submitted
2 D5 - Vendor App Report Completed Submitted

# Activity Report Revalidation Report

1 D6 - Attendance WASA Report Completed Submitted
2 D7 - Leave WASA Report Completed Submitted
3 D8 - Recruitment WASA Report Completed Submitted
4 D9 - Bill Tracking WASA Report Completed Submitted
5 D10 - Appraisal System WASA Report Completed Submitted
6 D11 - NALCO Website WASA Report Completed Submitted
7 D15 – PESB Report Completed Submitted

# Activity Report Revalidation Report
1 D13 - Process Review Report Completed N/A

# Activity Report Revalidation Report
1 D12 - SAP Report Completed N/A

Bucket 1 – IT Infrastructure Audits Bucket 2 – Mobile Application Security Review

Bucket 3 – Web Application Security Assessment (WASA)
Bucket 4 – IT Process Review

Bucket 5 – SAP Review
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Summary of Observations Reported (Contd.)

Report High Medium Low Total Summary of Critical Observations

Bill Tracking Portal - Web App 2 3 6 11
Man-in-the-Middle Attack
Application is vulnerable to SWEET32 attack
Broken Session Management

Appraisal Portal - Web App 2 3 8 13
Man-in-the-Middle Attack
Application is vulnerable to SWEET32 attack
Broken Session Management

NALCO Website - Web App 1 0 7 8 HTTP TRACE  Method Enabled
OPTION Method Enabled

PESB Application - Web App 3 3 11 17
Man-in-the-Middle Attack
Application is vulnerable to SWEET32 attack
User Recovery Mechanism Missing
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. 
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received or that it will continue to be accurate in the future. No one should act on such information without appropriate professional advice after a 
thorough examination of the particular situation. 
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